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TM 

• Director, Archimedes Center for Medical Device Security 
• Fmr. visiting scientist, U.S. Food and Drug Administration 
• Consultant to MITRE, Medtronic, and Novartis Pharmaceuticals 
• Recent re$earch $upport: 

• Archimedes supported by institutional members 
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Correctness is easy. 
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Correctness is easy. 

Security is hard. 
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Wireless medical 
devices:   

great benefits. 
subtle inconvenient risks. 
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Computer system security and medica l devices, 
U.S. Food and Drug Administration Center for 
Devices and Radiolog ical Health (FDA CDRH), 
October 2006. 

A Heart Device Is Found Vulnerable to Hacker Attacks 
By BARNABY J. FEDER MARCH 12, 2008 
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Medical device sec since 2006… 

In 2006… 
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Hype: 2013 
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Implantation of Defibrillator 

1. Doctor sets patient info 
2. Surgically implants 
3. Tests defibrillation 
4. Ongoing monitoring 

Device Programmer 

!!! 
!!! 

! 

!!! 
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Wirelessly Induce Fatal Heart Rhythm 
• 402-405 MHz MICS band, nominal range several meters 
• Command shock sends 35 J in ~1 msec to the T-wave 
• Designed to induce ventricular fibrillation 
• No RF amplification necessary 

!!! 
!!! 

[Halperin et al., IEEE Symposium on Security & Privacy 2008] 
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  ←Ways Forward ➚ 
Security should  not bolted on 
be designed in 
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Information 
Report 

ITIR57: 

Principles for medical 
device security-Risk 
management 

edical Device 
Security 

AAMI TIR57: Premarket Engineering 
• Principles of medical device 

security risk management 
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Safety :: Security 
• Safety: Probability distribution normal, mother nature 
• Security: Adversary causes the unsafe 1% to be 100% 

vs. 
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Vulnerability Disclosure & Incidents 
• Caution: Victim blaming vendors, manufacturers, HDOs 
• Meaningful questions to ask: 

•How will medical devices fail gracefully  
when under attack? 

•What mitigating security controls are   
designed into medical devices to continue to 
function safely even if hacked? 

• Is our medical device hackable? 
•Has our medical device been hacked? 
•Will our medical device be hacked? 
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Cybersecurity: Patients First 
• Biggest risk at the moment: 

• Hackers breaking into medical devices 
• Wide-scale unavailability of patient care 
• Integrity of medical sensors 

• Gaps 
• Procurement: HDOs build cybersecurity into  

contract requirements (e.g., Mayo Clinic vendor book) 
• Clinical Operations Cybersecurity:   

Know your assets cyber risk (e.g., my company Virta Labs) 
• Prioritizing to clinically relevant cybersecurity risks. Safety first. 

• Challenges 
• Don’t interrupt clinical workflow 
• Many security specialists focus on technical controls 
• Many safety specialists focus on risk management 
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Commentary: Hospitals need better 
cybersecurity, not more fear 
By Kevin Fu, Dr. John Halamka, Jack Kufahl and Mary Logan I September 14, 2016 

We've seen unprecedented attention to medical-device security after an 

unorthodox report was recently released by short-selling investment research 

firm Muddy Waters Capital and MedSec, which alleged security vulnerabil ities in 

St. Jude Medical's pacemakers. An independent research team subsequently 

raised doubts about some of the clinical claims made by the report. St. Jude 

Medical, meanwhile, has filed a lawsuit disputing the allegations in the same 

report. 

PACE~ 
Explore this Journal > 

@ Open Access 

REVIEW 

Cybersecurity and medical devices: A Practical guide for 
cardiac electrophysiologists 
Benjamin Ransford PhD, Daniel B. Kramer MD, MPH, Denis Foo Kune PhD, 

Julio Auto de Medeiros, Chen Yan, Wenyuan Xu PhD, Thomas Crawford MD, 

Kevin Fu PhD l""l 

Accepted manuscript online: 17 May 2017 Full publication history 
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Healthcare IT News TOPICS SIGN UP MAIN MENU 

Ransomware: How we can climb out of this mess 
Privacy & Security 

Healthcare security experts argue that hospitals must ensure high availability of medical 
devices and IT systems with practices that resemble preventing and treating disease. Because 
ransomware is a symptom rather than the problem. 

By Kevin Fu and Harold Tbimbleby I June 05, 2017 I 07:04 AM a a 1111 
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As I write this latest President’s message my mind is full of 
thoughts about change and leadership. 

I look outdoors here in Winnipeg and I see that all the snow 
has left the ground, the thermometer has been registering well 
above freezing for a few weeks, some rain has fallen in recent 
days, the sun has been shining, and the trees are starting to get 
a tinge of green on their branches. After a long cold winter, 
this is a very pleasant change. Other changes that are 
happening may not be as welcome … or should they be? My 
provincial health system will undergo more change this fiscal 
year than it has in the past 20 years combined as a result of a 
new government introducing a mandate for major health 
system transformation. The changes will be felt in every corner 
of the health system, including clinical engineering. What is the 

best response to this situation and to similar ones that you may have faced or are facing now in your 
own working environment? Should one resist change and try to preserve what was before? Or 
should one embrace change and see it as an opportunity for improvement, for growth? 

I feel that anticipating change, seeing the opportunities that lie within it and becoming part of the 
new order are winning strategies. Over and over again I’ve watched capable individuals dig-in their 
heels against change only to be side-lined or run over by the change. In my own career, I’ve 
experienced continuous change and have always tried to be ahead of the curve by trying to anticipate 
what is going to happen, align myself to the future and lead those for whom I am responsible in that 
direction. It is here that change and leadership intersect for me; where they are inexorably tied 
together - leadership is all about change. As clinical engineers, we must do more than embrace 
change, we must actively look for change and put ourselves into leadership positions within the 
changing environment. Does change happen to you and you are surprised by it when it happens? Or 
do you lead the change, becoming part of the change leadership? Do you actively look for and 
associate yourself with people who lead or do you prefer to take a less “out front” position? Do you 
look for committees and projects in your workplace to be a part of or preferably to lead? In the 
broad healthcare delivery system, clinical engineering typically does not have a seat at the senior 
leadership table. Clinical engineers who want strategic technology decisions to be a part of regular 
senior management discussions have to find ways to work at that level and to bring the subject to 
that table. Leading change in organizations through leadership of committees and projects is one way 
to do this and thereby establish strategic relationships (which I’ve written about in the past). 

Many books have been written about leadership. I am not convinced that any single book holds the 
secret to transforming a “regular” person into a leader. Engineers and other clinical engineering 
professionals are often very focused on reading literature about the latest technological 
developments and trends. It is important, in my view, to make room for reading books about 
leadership and managing change as these two subjects are the primary business of senior 
management. It behooves us to learn their language and to speak it. You don’t need to be a senior 
manager to be a leader; being a leader is about what you do, not the formal hierarchical position you 
hold. 

(Continued on page 2) 
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